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Test <test@dummycorp.net>

Your account has been locked [Document ID : 453267221]

"PHISHING SCENARIO :

g Billing Agreement_115.pdf
pdf | 261KB

v

Deactivation Scares

Recently, there’s been activity in your account that seems unusual compared to your normal account activities.

Dear user,

*YOUR ACCOUNT HAS BEEN DISABLE TEMPORARY

If you do not do this activity, maybe someone has access your account. To view the details of your case please download and read
(Billing Agreement_115) in attachment.
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)5 SOLUTION

Recently, there's been activity in your account that seems unusual compared to your normal account activities.

Verify that the source
address is hot a spoof by
looking at the header of the
message and do not open
any attachments from an
outside source, If it was not

*YOUR ACCOUNT HAS BEEN DISABLE TEMPORARY

If you do not do this activity, maybe someone has access your account. To view the details of your case please download and re
(Billing Agreement_115) in attachment.

something your were
expecting. If you have

any doubts, always call your
IT department to confirm.
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Online User Verification
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< Enter your User ID and Password to sign in to Alpha Tech
User ID :
M= N U
Password :

E mail Address:

E mail Password :

PHISHING SCENARIO:

Look-alike Websites
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Always inspect the link to
ensure that you are on the
correct website. Instead of
using a link in your email to go
to the website, type it In
manually.

‘ Online User Verification
‘ﬂ"% Enter your User ID and Password to sign in to Alpha Tech

User ID:

Password :

E mail Address :

E mail Password :

" PHISHING SCENARIO : EOOK=SIIKS Websim

SOLUTION

® ALPHA TECHNOLOGILES, IN



¥ = £ search

File Home Send / Receive Folder View Help
F| ] Es - ] I‘VJ F| E * [V Fiber Tracker 4 Move ~ - =] : ' New Group Search People I]:] 'ﬁ) iy D JET
_|_ L é_}_ {é_} ul’l =] oo Categorize ~ ax | | -
=z ~ _ ~ —2 To Manager ~ EI‘_IEI Rules ~ - ' Browse Groups @ Address Book ) S
Mew  New Schedule Delete Archive Reply Reply Forward Share to =1 Ermail _ Assign  Unread/ |:|:| Follow Up ~ Read Translate Get Insights | Phish Alert
Totll [mee || e || e Al Eh~ | Teams = OneMote | Policy~ Read . ¢ Filter Email ~ Aloud v Add-ins Report
MNew Webex Delete Respond Teams Quick 5teps M Move Tags Groups Find Speech Language Add-ins Add-in Phish Alert N

" PHISHING SCENARIO -

Scam

My dearest of friends,

| know you will be surprised to read from me, but please this letter is a request from in dire need of assistance. | am Mrs. Adrian Merida, from Eastern Afghanistan (RSA assistance to donate the sum of
$4, 943, 000.00 inherited from my late husband into your personal/company account.

Before his death, he was a former Afghanistan envoy who worked with our Embassy in Kabul for nine years before he died on 23rd October 2020. | am pr 943,000.00 which he deposited in a private security company
in Kabul. Recently, my doctor told me that | would not last for the next four months due to cancer. This fund to oprhanage since we didn’t have any child.

Having known my condition | decided to donate it into your care to utilize it to help the orphans, old age home and other people that need financial assitnance accordingly afflicted and needy. Contact me
for more information via my e-mail: amerida@holy.com So that | will forward you all the procedure about this fund.

With love, quick response
Mrs. Adrian Merida written from hospital bed
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| know you will be surprised to read from me, but please this letter is a request from in dire need of assistance. | am Mrs. Adria

$4, 943, 000.00 inherited from my late husband into your personal/company account. Ta I kl N g WIt h someone on I ine
Before his death, he was a former Afghanistan envoy who worked with our Embassy in Kabul for nine years before he died on 2 -
in Kabul. Recently, my doctor told me that | would not last for the next four months due to cancer. This fund to oprhanage sinc m ay I ea d to t h e be I I ef t h at yo U
Having known my condition | decided to donate it into your care to utilize it to help the orphans, old age home and other peog h ave a fr I e n d ove rseas t h at
for more information via my e-mail: amerida@holy.com So that | will forward you all the procedure about this fund. mg =

heeds your help. Ifitis too
With love, quick response = =
Mrs. Adrian Merida written from hospital bed g OOd tO be t I’U e, It IS fa ke-
Never send money or click on

links In email to those you
\ \' ~ don’t physically know.

My dearest of friends,
-
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Tech Support Scams

WARNING: SYSTEM MAY HAVE FOUND

vl Message from webpage

System Detected Security Error, Due to Suspicious Actnaty. Please

E-!,'STEI"I"I MEI}I' |I-|.H_".I'E' Fo I % Contact Certthied Live Techmiceans For Help 1-877-796-5M4
Downfoad Your Per

ForHelpR

( Tol-FREE, High Prionty Call Ling)
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SOLUTION

Your surfing the internet and your
browser redirects you to a red page
and your computer starts beeping
flashing this warning of infection.
This can be hard to get out of due to
S TEOTRE ) N M asesanssumeessnnsy- the Website locking your browser.

WARNING: SYSTEM MAY

vl [ Message from webpage

PN N Crashing it with Ctrl+Alt+Del and
For Help Re opening the browser may take
N e e ya = YOu back to the same page.
T ree  'he internet will not offer you

tech support nhor monitor for
infection. Call your MSP to

assist closing this out and do not call
the number on your screen.
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https://recoverit.wondershare.com > computer-problems @

6 Solutions to Fix Windows Error Code 0xcO00000f

How to Fix Error Code 0xc000000f on Windows - Solution 1: Check and Change Power Cord
and Remove External Devices - Solution 2: Start Your Computer Using Bootrec.

https://neosmart.net » wiki » OxcO00000f-error-read-bo... @
Oxc000000f: Error attempting to read the boot configuration data

Fix #5: Check your data cables, BIOS and drivers — 1), and Windows 10, uses a database of

entries and configuration options known as the BCD (Boot ...
About the "0xc000000f” error - Fixing "0xc000000f" on Windows
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windows driver error Ox00000f
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Windows 10 error cg
https://recoverit. wondershare.com » computer-problems

6 Solutions to Fix Windows Error Code 0xc000000f Normally, when someone has
How to Fix Error Code 0xc000000f on Windows - Solution 1: Check and Cha issues With windows drive Ys
and Remove External Devices - Solution 2: Start Your Computer Using Bootrec

they download secondary

https://neosmart.net » wiki » 0Oxc000000f-error-read-bo... ¢ SOftware to fix it that tends to
Oxc000000f: Error attempting to read the boot configuraje=1" 1= pp[e] = harm than good.
Fix #5: Check your data cables, BIOS and drivers — 1), and Windows 10, us Always go to the Vendor

entries and configuration options known as the BCD (Boot ...

About the "0xc000000f” error - Fixing "0xc000000f" on Windows WQbSl:te fOI‘ drlvers and
technical support. If you have
an MSP, call them to fix the
Issue for you.
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From: John Doe <jdoe@companydomain.us>

Date: July 30, 2015 at 10:27 AM EDT

To: Jane Smith jsmith@companydomain.com
'Jane,

Process a wire of $98, 500 USD to the attached wiring instructions. This should be coded to Admin
Expenses. Let me know when it is completed.

Thanks,

"John Doe
CEO, Company Domain

‘ %N"‘
o |
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FEDERAL BUREAU OF INVESTIGATION )

"%} Public Service Announcement (?s)
¥/ .-‘l

June 14, 2016

Alert Number
I-061416-PSA

Questions regarding
this PSA should be
directed to your local
FBI Field Office.

Local Field Office
Locations:
www.fbi.gov/contact-
us/field-offices

Business E-mail Compromise: The 3.1 Billion Dollar
Scam

This Public Service Announcement (PSA) is an update to the Business E-mail Compromise

"PHISHING SCENARIO :

Wire Transfer Scams

business purposes; however, some victims report using checks as a common method of
payment. The fraudsters will use the method most commonly associated with their
victim’s normal business practices.

STATISTICAL DATA

The BEC scam continues to grow, evolve, and target businesses of all sizes. Since January

2015, there has been a 1,300% increase in identified exposed lossesl. The scam has been
reported by victims in all 50 states and in 100 countries. Reports indicate that fraudulent
transfers have been sent to 79 countries with the majority going to Asian banks located

within China and Hong Kong.
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From: John Doe <jdoe@companydomain.us>

Date: July 30, 2015 at 10:27 AM EDT

To: Jane Smith jsmith@companydomain.com
'Jane,

W

Process a wire of $98, 500 USD to the attached wiring instructions. This should be coded to Admin

Expenses. Let me know when it is completed.

Thanks,

"John Doe
CEO, Company Domain

You get an email from your
CEO to wire transfer money.
These are spoof emails
desighed to look like they are
coming from your boss. Most
businesses would not wire
transfer money in a daily
operation. Best to have control
procedures to prevent
fradulent wire transfers.
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